



	Hazard 
	Who Might be Harmed? 
	Is the Risk Adequately Minimised? 
	What Further Action is Needed to Control the Risk? 

	1) Young People disclosing more information to others than they are comfortable with, due to being unaware of risks involved, or access to information on certain websites. 
	Young People could disclose written or photo evidence of personal information i.e. phone number, address, email address or other contact information to friends, or family, or other people they trust, unaware that other people, who they do not trust, or do not know, can access the same information and use it in a negative manner for example making anonymous threatening phone calls, or going to their house unexpected. 
	•Preparation work with Young People is essential in order to minimise this risk. Discussion based around risk in relation to online activities, and icebreaker games involving opinions on safety
 •Young people should set up an email account specifically for the project, and should NOT use their own personal email addresses for setting up SNS. This should be very closely monitored by Youth Workers (Hotmail, Gmail, or Yahoo can be used for this purpose).
 • Discuss with young people about what information they upload to their ‘status’ i.e details of where they are meeting a friend or venues/party they are planning to visit.
 • Young People should be strongly discouraged from posting any contact details on their own pages and the pages of others, to minimise the risk of people they do not know or trust being able to contact them. 
•Professionals profiles should always be created on a private setting, and members closely monitored, so that the page can only be accessed by those who could potentially use the service. If a young person submits a friends request, who is not already known to the service, they will need to be verified An age restriction is always a good idea, so that people over the maximum age that the service works with, e.g. 19, do not have the opportunity to contact members of the club
	Induction training for Young People and workers 
Refer to organisation guidelines on Verifying identities and acceptance of young people to SNS profile .


	2) Young People exposed to inappropriate material in the form of pornographic images, being encouraged to use webcams, entering into inappropriate discussion with older members of the site, both known and not known to them. Eg conversation based around sex, drugs, crime and sexual grooming. 
	Young People – Child Protection laws state that exposure of a minor to inappropriate sexual images constitutes child abuse. Young People should feel safe and confident when using the internet, free from vulnerability, and not be made to feel awkward or uncomfortable. They should not feel pressured into having a conversation they do not want to have. 
	•In preparation for the project, Young People should be warned of possible risks when forming online friendships. 
• Young People should be warned about giving out contact information, including their email address to other online ‘friends’.
 • Training sessions around comfort zones and boundaries should be used to explore how comfortable Young People feel and how they respond in certain situations. Encourage Young People to consider their feelings about certain issues, and create a situation for them to acknowledge personal boundaries, and a method of ensuring the boundaries are not pushed. 
• Youth Service online profile should be very closely monitored by Youth Workers, on a daily basis, to ensure no inappropriate material is being posted on message boards. 
	• Induction Training for young people and workers If you suspect that the website/material concerned may contain child abuse images. Contact Northumbria Police immediately Refer to organisations safeguarding procedures 

	
	
	• If young person or group post inappropriate material follow orgnisation procedures for instances of safeguarding/child protection. Otherwise document the material, remove from profile and report to Line Manager.  Discuss with LM what further actions needs to be taken. 
• Disclosure of information – Safeguarding Young People Where a disclosure of information is required by Child Support Legislation the disclosure will not be in breach of the Data Protection Act 1998. This will be the case even through the client may object to the disclosure of their personal information or may have not provided any specific permission. Regulation 9A of the Child Support (Information, Evidence and Disclosure Regulation 1992) permits the disclosure of information given by one party to the other in certain circumstances. 
	

	3) Young people fall victim to cyber bullying in the form of being sent messages, photos, emails, and information about them being published on another page, outside of their control, without their consent. Young people could use this opportunity to anonymously cyber-bully others online. By sending threatening or abusive messages, posting images or information without the consent of someone else. 
	Young People – (org name) is committed to providing a safe meeting spaces and provision for Young People. Young People also have the right (according to Every Child Matters standards) to stay safe, and free from both physical and emotional harm. 
	• If member of a youth Club is the perpetrator of cyber bullying, the organisation’s procedure for dealing with bullying must be followed. (Refer to org Anti Bullying Policy) 
• If a member of the group is being bullied via the organisation’s page, it is advisable that the perpetrator is blocked from using the site, and reported the site’s host. Any offensive material to be removed. 
• Youth Workers must monitor the page consistently, and be aware of what is happening during sessions where the page is updated by young people
•It is advisable that Youth Workers keep control of passwords, and only log young people in when they wish to update the site in order to minimise the risk of access to the page from other computers outside of session time.
• Young people are sometimes unaware of what constitutes bullying, so preparation work around diversity and acceptance is advisable before the construction of the site begins
	• Induction training for Young people and workers 
• Complete session plans for all sessions and incidences. 
• Email disclaimer that can be distributed to members upon joining – 
• Refer to (org) Anti-Bullying policy

Refer to Anti-Bullying Charter Mark guidelines

	4) Inappropriate material may be sent out on mass (spamming), without consent from those who receive it. 
	• Young People may suffer exposure to images of pornography, drug taking, or criminal activity, be encouraged or pressured into signing up to websites where they have to give out contact details and personal information.
• Young people have no control over these images as they are sent out in mass.
	•Good preparation before the creation of the page is key here. Games around boundaries and comfort zones to get young people thinking about what is acceptable and what is not. 
• There should be privacy settings on SNS, which can assist with the blocking of spammed images and links, so it is advisable to look into what can be done, in order to make it as safe as possible. 
• Youth Workers are advised to monitor the page very closely. Should any inappropriate material appear, it can be reported to the site’s host, blocked and deleted. Discussion  with young people during induction about whom to inform if they discover inappropriate material on profile
	•Training for Young People and workers 



	5) Young people in danger of forming inappropriate relationships with strangers online. Eg creating an ‘offline’ relationship as a result of a friendship formed online. 
	•Young people – Could form relationships with people they meet online, and be pressured into passing on personal information such as contact details etc. People they meet online could not be truly representing themselves correctly. They could be lying about their age, gender, background, where they live etc. Friendships could be formed based on inaccurate information, and therefore trust given on a false foundation. Young people could put themselves at risk by agreeing to meet up in person, talk on the phone etc. 
	• Work around boundaries beforehand is highly beneficial in reducing the risk of this happening. 
•Youth Workers should closely monitor who has access to the page, considering the age and location of members. 
•Filters can be put in place to make sure nobody over a certain age can access information (profile privacy settings). 
•Reminders of online safety can be sent out regularly by email, to remind members to take necessary precautions to stay safe online. 
• NB:  Sections 14 &15 of Sexual Offences Act 2003 www.opsi. gov.uk/acts/acts2003/ ukpga_20030042_en_1

 
	• Training for Young People and workers 

	6) Young people creating a misrepresentation of themselves and the organisation 
	•Young People may enter inaccurate information about themselves, which could be misunderstood by others, inaccurate information about the organisation, which can misinform others, breach confidentiality, be misunderstood, or create an unprofessional image of the organisation 
	• Work with Young People before creation of the page begins, about disclosure of information, and about representations of self, what they want people to know about them and what they don’t. 
• Youth workers need to work separately on what information they want to be on the page about their organisation. Sometimes parents may want to find out about the service, as their children may be spending a lot of time there, so accurate information is obligatory in order to not create a negative reputation. 
• Due to Child Protection issues, it is  important that it is made clear that the site is created and run by Young People, and NOT adults, to reduce risk of soliciting accusations
	• Training for Young People and workers 
• refer to Social Networking Policy – young people 
Refer to Social Networking Site – moderation policy


With thanks to Katie Bacon & Devon County Council for sharing this risk assessment. May 2011
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